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Motivation behind AES

e A replacement of DES was needed due to its small
Key and to have another standard symmetric
encryption technique.

e In 1990's the cracking of DES algorithm became
possible.

e Around 50 hrs. of brute-force attack allowed to
crack system.

e 3DES secure but slow and DESX is developed.

e In 1997, National Institute of Standards and
Technology (NIST) called for new proposal for a
secure encryption system.
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NIST requirements

e Block cipher must be supported with 128 bit
block size

e Three key sizes like 128, 192 and 256 bits must
e supported.

e It must be efficient both in software and
nardware
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About AES

e AES is an encryption standard chosen by the
National Institute of Standards and Technology
(NIST) and accepted in worldwide as a desirable
algorithm to encrypt sensitive data.

e It is the most widely used symmetric ciphers .

e In 2001, Rijndael algorithm designed by Vincent
Rijmen and John Daemon was declared as the
winner of the competition.
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In 1999, five finalist algorithms were announced:

Mars by IBM Corporation

RC6 by RSA Laboratories

Rijndael, by Joan Daemen and Vincent Rijmen
Serpent, by Ross Anderson, Eli Biham and Lars Knudsen
Twofish, by Bruce Schneier, John Kelsey, Doug Whiting,

DavidWagner, Chris Hall and Niels Ferguson

e On 2, October 2000, NIST announced the selection
Rijndael as the AES.

e On 26, November , AES was formally approved as a US
federal standard.
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The internal Structure of AES 1s as follows

o Byte substitution layer
o Diffusion layer

e Key addition layer

e Key schedule
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Key lengths and number of rounds for AES

key lengths |# rounds = n,
28 bit 10
192 bit |2
256 bit 14
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AES input/output parameters
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Brief description of the layers

o Key Addition layer: A 128-bit round key, or subkey,
which has been derived from the main key in the key
schedule, 1s XORed a state mput (16 Bytes, defined
later).

o Byte Substitution layer (S-Box): Each element of the
state 1s nonlinearly transformed using a lookup table
having special mathematical properties. This introduces
confusion to the data.
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o Diffusion layer: It provides diffusion over all state
bits. It consists of two sublayers, both of which
perform linear operations:

> ShiftRows layer permutes the data on a byte level.
> MixColumn layer 1s a matrix operation which combines
(mixes) blocks of four bytes.

o Key scheduling algorithm: Similar to DES, the key
scheduling algorithm computes round subkeys (kO, k1,
. . ., kn, n indicates no. of rounds used) from an AES
secret key.
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AES encryption block diagram
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last round n, <f,:
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e A 16-byte B, ... ,B;; is fed into the S-Box, which is a 16x16

Bytes size with each element of size 8 bits (0-255 values in 256
locations)

BO B4 B8 B2
Bl B5 B9 B13

B2 B6 B10 B14
B3 B7 B11 B15

e The 16-byte output B, . . . ,B;; is permuted byte-wise in the

ShiftRows layer and mixed by the MixColumn transformation
c(x) by a matrix multiplication.

Finally, the 128-bit subkey k; is XORed with the intermediate
result
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Byte Substitution Transformation

e In Byte Substitution layer (can be viewed as a row of 16 parallel
S-Boxes), each 8-bit input is substituted using a S-Box and
output 8 bits produced.

e Note that all 16 S-Boxes are identical, unlike DES where eight
different S-Boxes are used.

e Inthe layer, each state byte A. is replaced, i.e., substituted by B,
S5(A;) = B;.

e Each byte can be represented as xy (say), x and y are
hexadecimal digits, then x and y represent Rows and Columns
of the S-box, and their intersection gives the corresponding
output byte.
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The S-box is constructed in the following fashion (Figure 6.6a).
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S-Box Construction
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S-Box Construction

1. Initialize the S-box with the byte values 1n ascending sequence row by row.
The first row contains (00}, (01}, {02}, ... , |[OF); the second row contaimns
{10}, |11}, etc.; and so on. Thus, the value of the byte at row y, column x is Jyx).

. Map each byte in the 5-box to 1ts multuiphcative mverse 1n the inite held
GF(2%); the value {00} is mapped to itself.

3. Consider that each byte in the S5S-box consists of 8 bits labeled

(b, bg. bs, by, bs, ba, by, by). Apply the following transformation to each bit of

cach byte in the S5-box:

|I:"r . bl '-FT-' h":l 4 mod 8 :'_F:-' b':l 5 mod B .:_".-' hl: i) mod & i+_: 'r-"l-' #7) maod 8 if-: Ci [ﬁ'l}
where ¢; is the ith bit of byte ¢ with the wvalue {63); that is,
(crcecscacacaciep) = (01100011). The prime (') indicates that the vaniable 15 to
be updated by the value on the night. The AES standard depicts thas transtor-
mation in matrx form as follows.

bl O R T A W G | 1
b 1 1 0 W0 6 1 1 1|5 1
b 1 1 10 0 0 1 1] 0
b3l |12 1t 1 10 0 0 1||» 0
BTl 1 1 2120 0 bl ] T8 k05
b 01 1 1 1 1 0 0|k 1
bl D0 £ ¥ 1 3 allk 1
he] |0 b 0 T2 11 1]|ls] |0}

Equaton (6.2) has to be interpreted carefully. In ordinary matnx multupheca-
tion,? cach element in the product maitnx 1s the sum of products of the elements of
one row and one column. In this case, each element in the product matnx 15 the
bitwise XOR of products of elements of one row and one column. Furthermore, the
final addition shown i Equation (6.2) 18 a bitwise XOR. Recall from Section 5.6
that the twise XOR 15 addition in {'}I-'[I'{]-
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As an example, consider the input value {95). The multiplicative inverse in

GF(2)is {95)™" = [8A}, which is 10001010 in binary. Using Equation (6.2),
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The result is {2A], which should appear in row {09} column {03} of the S-box.
This 1s verified by checking Table 6.2a.

The inverse substitute byte transformation, called InvSubBytes, makes use
of the inverse S-box shown in Table 6.2b. Note, for example, that the input {2A]
produces the output {95}, and the input {95} to the S-box produces {2A|. The inverse
S-box 1s constructed (Figure 6.6b) by applying the inverse of the transformation in
Equation (6.1) followed by taking the multiplicative inverse in GF(2"). The inverse
transformation is

P 7 i,
bi = b[i'—l}mudﬂ @ b(i+5)mods © Dii+7)mods @ 4

where byte d = {05}, or 00000101. We can depict this transformation as follows.

[5,] [0 0 1 0 0 1 0 1][b] [1]
b} 1 001001 0]b 0
b} 0100100 1}b 1
by |1 010010 0fb| |0
b 0101001 0}b 0
bt 0010100 1]bs 0
b, 1 001010 0]|b]| |O
(b5 (01 00101 0]b] [O]
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To see that InvSubBytes is the inverse of SubBytes, label the matrices in
SubBytes and InvSubBytes as X and Y, respectively, and the vector versions of con-
stants ¢ and d as C and D, respectively. For some 8-bit vector B, Equation (6.2)
becomes B' = XB @ C. We need to show that Y(XB @ C) @ D = B. To multiply
out, we must show YXB & YC & D = B. This becomes
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1.8 6 0 6 00 0k 1 I b
0100000 0Bb, 0 0 b,
o 4 1 0B 00 0] n I I b
g 0 0 1 0 0 0 0] by 0 0 b4
0000100 0|b|®lol®lo]| ],
0 0 0 00 1 0 0bs 0 0 bs
R 0 0 b
0000000 1][b] [0] |o] |b]

We have demonstrated that YX equals the identity matrix, and the YC = D,
so that YC @ D equals the null vector.

£ The S-box is designed to be resistant to known cryptanalytic attacks.
Specifically, the Rijndael developers sought a design that has a low correlation
between input bits and output bits and the property that the output is not a linear
mathematical function of the input [DAEMO01]. The nonlinearity is due to the use
of the multiplicative inverse. In addition, the constant in Equation (6.1) was chosen
so that the S-box has no fixed points [S-box(a) = a] and no “opposite fixed points”
|S-box(a) = a|, where a is the bitwise complement of a.
Of course, the S-box must be invertible, that is, IS-box[S-box(a)] = a.
However, the S-box does not self-inverse in the sense that it is not true that
S-box(a) = 1S-box(a). For example, S-box({95}) = {2A}, but IS-box({95}) = [AD].
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Polynomia

With the appropriate definition of arithmetic operations. each such set §is a
finite field. The definition consists of the following elements.

1. Arithmetic follows the ordinary rules of polynomial arithmetic using the basic
rules of algebra, with the following two refinements

2. Arithmetic on the coefficients is performed modulo p. That is, we use the rules
of arithmetic for the finite field Z_.

L. If multiplication results in a polynomial of degree greater than n — 1. then the
polynomial is reduced modulo some irreducible polynomial mi(x) of degree n.
That is. we divide by mix} and keep the remainder. For a polynomial fix), the
remainder is expressed as r(x) = fix) mod mx).

The Advanced Encryption Standard (AES) uses arithmetic in the finite field
GF(2%). with the irreducible polynomial m(x) = x% + x* + ¥* + ¥ + 1. Consider
the two polynomials fix) = x4+ 2 4+ X + x + 1 and glx) = x’ + x + 1. Then
Ay +egx)=x"+x"+ 2 +x+1+x"+x+1
= x" + 2% + ¥ + x7

HAx) }fg{.r}=xl3+.r” + x° + x° + x7
+x +r+x x4+ x
+ 2+ e +1

=xP +al + X+ 2+ S+ + N+ 2+ 1

© + x
S SN, G [ foes RS T I + X+t +1
b i + x¥ + x® + x + x°
x'! + xt + 2
x! + x’ + x° + ' + X

x’ + x® + 1

Therefore. flx) X glx) mod m(x) = x4+ xf + 1.
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Extended Enclidean Algorithm for Polynomials
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B Wirg(x)
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gilr) = gquotient of rzlx) galx hnlx) B o hrgl )
ri{x)rax) walxd = wylx) —

g3l x ywalx )
Fplx) = rp_a(x) Fn—x) = galx)rg_(x) | vulx) = w_alx) — ralX) = alx)v,lx) +

mod r,_{x)
q,(x) = quotient of
Fo_alx )i, _a(x)

+ F i)

Gl x Wy g{x)
Walx) = w,_alx) —

£|I'E{.'L"I-H'"_|{.I:}

Blx)w, lx)

FretlX) = Fy_glx)
miced r,{x) = 0
Jrs1lx) = quotient of
Fp—lxlirglx)

‘rjl—l{-":'i' = l':jr,;....]{-l']!'nl:.l':l
+ 0

d{x) = godiaix).
Bx)) = rplx)
izl = wlx) wix)
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Table 5.4 Extended Euclid [(x® + x* + X + x + 1), (a7 + x + 1)]

Initialization alx) =x*+ ¥+ P+ x4+ Lwyx) = Lw,yx)=0
b(x) = x' + x + Lwylx) = Gwglx) = 1

Iteration 1 px) =xrx)=x*++ 2 +1
vlx) = Liw(x) = x
[teration 2 gox) = 23 + x2 + 1:r5(x) = x

wrx)=x +x + Lwx)=x'+ +x +1

[teration 3 gx) =+ +xnx) =1

w(x) = x5 + 22 + x + 1iwa(x) = 17

[teration 4 ga(x) = x;ry(x) = 0
) =" +x+ Lw) =S+ 3 x4+ 1

Result dix) = riy(x) = gedla(x), bix)) = 1
wix)=wiix) =" +x+ D 'mod(F+ '+ +x+ 1) =%

Table 5.4 shows the calculation of the multiplicative inverse of (x? + x + 1)
mod (x® + x* + x* + x + 1). The result is that (x’ + x + 1)™! = (x7). That is,
(x7 + x + 1)Mx7) = 1(mod (x® + x* + x* + x + 1)).
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Diffusion Layer

e It consists of two sublayers as mentioned
earlier:

+ (1) ShiftRows transformation
+ (2) MixColumn transformation
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(1) ShiftRows Sublayer Transformation

e If the input to ShiftRows sublayer (Transformation) is
given as a state matrix, i.e., B=(B,,B,, . .. ,B;c) as

the output is the new state:

Introduction to Cryptography
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no shift

B3| By |<— one position left shift

B> | Be |<— two positions left shift

B7 |B11|+— three positions left shift
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ForwArD AND INVERSE TransrormAaTIONS The forward shift row transformation,
called ShlftRc-ws is depicted in Figure 6.7a. The first row of State is not altered. For
the second row, a 1-byte circular left shift is performed. For the third row, a 2-byte
circular left shift is performed. For the fourth row, a 3-byte circular left shift is per-
formed. The following is an example of Shift Rows.

87 | F2 | 4D | 97 87 | F2 | 4D | 97
EC | 6E | 4C | 90 6E | 4C | 90 | EC
4A | C3 | 46 | E7 — 46 | E7 | 4A | C3
8C | D8 | 95 | A6 A6 | BC | D8 | 95

The inverse shift row transformation, called InvShiftRows, performs the cir-
cular shifts in the opposite direction for each of the last three rows, with a 1-byte
circular right shift for the second row, and so on.

RaTronare The shift row transformation is more substantial than it may first
appear. This is because the State, as well as the cipher input and output, is
treated as an array of four 4-byte columns. Thus, on encryption, the first 4 bytes
of the plaintext are copied to the first column of State, and so on. Furthermore,
as will be seen, the round key is applied to State column by column. Thus, a row
shift moves an individual byte from one column to another, which is a linear

distance of a multiple of 4 bytes. Also note that the transformation ensures that
the 4 bytes of one column are spread out to four different columns. Figure 6.4
illustrates the effect.
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MixColumn Sublayer Transformation

e If a 16-byte state B is the input to MixColumn
and 16-byte C is the output state, then, we can

write
MixColumn(B) =C,
e Each 4-byte column is considered as a vector
and multiplied by a fixed 4x4 matrix. Here, the

multiplication and addition are done in GF(2/8)
Galois Field (explained later).
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e As an example, we show how the first four
output bytes are computed:

Co 02 03 01 01 Bo
C,| |01 020301 B-s
C>] 01010203 Bio
Cs 03 01 01 02 Bis
T
Fixed Matrix

*The second column of output bytes (C,,C.,C,,C,)
iIs computed by multiplying the four input bytes
(B,,Bs,B4,B3) by the same constant matrix, and so

on.
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MixColumns Transformatior

I
i

"-!'l-";: :_',Jl'. 1N

| s %
'\.I.!."

TR
I RANSI

r !.... T

y t41ions The forward mix column transformation,
called MGCGIumns operates on each miumn individually. Each byte of a column

is mapped into a new value that is a function of all four bytes in that column. The
transformation can be defined by the following matrix multiplication on State
(Figure 6.7b):

02
01
01
03

03
02
01
01

01
01
03
02

o

e1It —k]

S00 So1  So2 803
s O LS 3
520 %21 %2 $3
§30 §31 32 833

F
50,0
" |
A} 1.0
$20

_J'
| 430

02 $03
12 813
$32 13
32 833

=

(6.3)

Each element in the product matrix is the sum of products of elements of one row
and one column. In this case, the individual additions and multiplications’ are

Introduction to Cryptography
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pertorme
can be expressed as

i = (2-50;) D (I -5 ;) D 52 ; B 53
.-."'l_ll=-:uj..:-_-,lf"‘-s] B35 ;M D 5 (6D
.'i‘"lj - 'i""'_.- "'I _I--.__.-'i-— L _|'} I:-:' {—-'--"'.?.j]

.H'l‘l' - |:3'.'|'|:L-I:}r_\_'|:.|.'!|l_li|:|_'l1 E_J{E "1]'

The following is an example of MixColumns:

=7 F2 4 a7 47 il AZ | 4
GE 4 Qi EC 37 o4 70 SF
46 ET | 4A 3 —= g E4 3A 42
Sy B & G5 ED» | A5 | Af | BC

Let us verify the hirst column of this example. Eecall from Section 5.6 that_ in
GF(2%), addition is the bitwise XOR operation and that multiplication can be per-
formed according to the rule established in Equation (4.14). In particular, multipli-
cation of a value by x (i.e., by [02]) can be implemented as a 1-bit left shift followed
by a conditional bitwise XOR with (0001 1011} if the leftmost bit of the original
value (prior to the shift) is 1. Thus, to verify the MixColumns transformation on the
first column, we need to show that

({02} - 87 @ (03} -[6E]) & [46] B [A6) = [47]
(87} @ (o2} - {6ED & ((03) - [46)) @& [A6) = {37]
[87} ® (6E} & ([02) - {46)) @ ([03]-{AG]) = {94}
({03} - (87)) & ([6E] & [46] & ([02) - {A6)) = (ED]

For the first equation, we hzur'e foz} - {87}
(0001 0101) and (03] - [6E} = [6E]) & ([02) - {6E])
(1011 0010). Then,

(OO0 1110) (@ (0001 1011)
(0110 1110} & (1101 1100)

[02]) - [87) = 0001 0101
[03) - [6E]} = 1011 0010
[46) = 0100 0110
[AG) = 1010 0110

010D 0111 = {47
Introduction to Cryptography Department of CSE, ISM Dhanbad February 8, 2021




e 37:1000 0111 X 10 10 X 10 =100
1 0000 1110 100
0000 1110
X8 +xM +X"3+X+1:10001 1010
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0E
09
0D
0B

Introduction to Cryptography

The inverse mix column transformation, called InvMixColumns, is defined by
the following matrix multiplication:

0B
OE
09
0D

0D
0B
OE
09

09
0D
0B
0E

501
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It 1s not immediately clear that Equation (6.5) is the inverse of Equation (6.3).
We need to show

OE OB 0D 09 02 03 01 O a0 So1 oz Sos S0 So1 So2 Soa

09 O0E 0B 0D 01 02 03 01 Sip 511 F12 Sa | | Fio0 S F12 513
oD 09 0OE OB 01 01 02 03 Sapn S21 Faa Sag Sap Faq Saa N3
oB 0D 09 OE 03 01 01 0O2 B3 S3q7 S3a N33 553 511 N33 S33

which is egquivalent to showing

OE OB 0D o9 02 03 01 01 1
09 OE 0B 0D 01 02 03 M i
0D (L 0OE OB 01 01 02 O3 0 O
o oD 09 OE 03 01 01 02 h

(6.6)

= =2

i}
]
1
That 15. the inverse transformation matrix tmes the forward transformation matrnx

equals the identity matrix. To verify the first column of Equation (6.6), we need
to show

({0E} - {02}) & (0B} & {0D} & ({09] - {03})
({09} - {02}) @ [OE} @ {0B] @& ({0D] - {03})

{01}
{00

({0D} - {02}) & [09) @ {0E} @ ({0B} - {03)) = {00)
({0B} - (02}) @ {0D} @ (09} D ([0E} - {03}) = {00

For the first egquation, we have [0OE}]-{02] = 00011100 and (09} - {03} =
{09} & ([09] - (02}) = 00001001 & 00010010 = 00011011, Then

[0E}-{02} = 00011100
[0B) =  DD0O1011
(0D =  DD0O1101
(09)-{03) = 00011011

OO000001
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Introduction to Cryptography

Foo | Yool 30,3 m 0.0 | 40,1 0,3
¥y ol S N3 -"'"rl E | I |“‘-+ 314 | 512 510
S20 | 52,1 sl | | | || %22]| % 521
LT W] 333 -—____Ll E | I |’_________‘.- B33 Fag 532
NEETX
{a) Shift row transformation
2311
“N123 1 i S
=11 12 3 o
L 1311 2
3 L 2 L
5.0 | So.1 59,3 Sp0 | %o, 5,3
510 | S 5§13 S0 | 11 513
520 | 32 5213 S30 | S2q | 522 | 23
B "l i o r
F30 |45 ¥33 Sio | SE0 | Yiz | 453

(b) Mix column transformation

AES Row and Column Operations
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Key Addition Layer

e The two inputs to the Key Addition layer are
the current 16-byte state matrix and a subkey
which also consists of 16 bytes (128 bits).

e The two inputs are combined through a
bitwise XOR operation.

e Note that the XOR operation is equal to
addition in the Galois field GF(2).
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'\.I Ii

47 | 40 | A3 | 4C
37 | D4 | 70 | 9F
94 | E4 |3A | 42
ED | A5 | Aé | BC

The first matnx 15 State, and the second matnx 18 the round key.

£

' [NvERSE ] SFORM ¢ In the forward add round key transfor-
mation, Ldllﬁ.d Ad{lRuundKn [hL 1}_"*1 bits of State are bitwise XORed with the
128 bits of the round key. As shown in Figure 6.5b, the operation 1s viewed as a
columnwise operation between the 4 bytes of a State column and one word of
the round key; it can also be viewed as a byte-level operation. The following is an
example ol AddRoundRkey:

AC| 19 | 28 | 57
77 | FA | D1 | 5C
66 |DC| 29 | 00
F3 | 21 | 41 [ 6A

n

EB| 39 8B | 1B
40 |2E | A1 | C3
F2 138 13| 42
1E | 84 | E7 | D6

The inverse add round key transformation 15 1dentical to the forward add
round key transformation, because the XOR operation 18 118 own mverse.

The add round key transformation 1s as simple as possible and affects
every bit of State. The complexity of the round key expansion, plus the complexity
of the other stages of AES, ensure security.

Figure 6.8 is another view of a single round of AES, emphasizing the mecha-
nisms and inputs of each transformation.

Introduction to Cryptography
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State mentrix
at beginming

of rooned
W
{ =ubHyvtes j
=-box
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[ Shifi Rows j
W
| 3 1
02 17 L4 | i
a1 a2 o3 01 e
01 01 02 03 L
03 01 01 02) -
M olomns meatris
RHound
key
W
[Ai:l:dﬂnnndb;c}' j:—.
State meairix
= = at emnd : ,
el of roomsd
Constant impauts YW ariable impart

Figure 6.8 Inpuots for Single AES Round
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Key Schedule

e The key schedule takes the original input key
(of length 128, 192 or 256 bit) and derives the
subkeys used in AES.

e Note that an XOR addition of a subkey is used
both at the input and output of AES.

e This process is sometimes referred to as key
whitening.

e The number of subkeys is equal to the number
of rounds plus one.
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AES key schedule Algorithm for 128-bit key size (for 10 rounds AES)

Kl:] Kl Kl K_"! K¢ Kﬁ Kﬁ K? Kh K‘} KI[]KLLKIEKll'K!-iKIi

S S S &

round key O Wwroj Wii] WwWf2] W[3]
¥
If : \I-— | '
L E v
A
¢ "'TT:’ |
.= ,
T
I pol Py
Y Y Y Y
round key 1 Wi4]j Wis] Wle] W(7]
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round key 9 Wfi36/ W37} W[3R] Wi3of

@—— Ll;} = | £
il i
L -
N v
I'...f
[ -'I"‘.‘-\_--/J
Y
i —D
Y Y Y Y
round key 10 | W[40] | Widl] \ W(i42] _ Wi43] |

Fig. 4.5 AES Key schedule for 1283-bit key size
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AES Key scheduling or expansion Algorithm
KeyExpansion (byte key[16], w[44])

{ wtemp;
for(i=0; i<4; i++)
wli] = (key[4*i, key[4*i+1], key[4*i+2], key[4*i+3]);
for(i=4; i<44; i++) {
temp= w(i-1);
if(i mod 4 =0)
temp = SubByte(Rotw(temp)) xor Rcon;
wli]= wl[i-4] xor temp;
}

}
Rotw (b0, b1, b2, b3) = b1, b2, b3, b0)- left circular shift
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Round constants (Rcon]

80%2 = 1000 0000x2= (1.x 7+ 0.x"6+ 0. x"5+... )x 10
= xN7x x ) =x"8
XA8 mod x"8 +xM +xA3 +x +1 = xM +x*3 +x +1 = 0001 1011 =1B

12 3 45 |6 7 |8 19 |10 _
01 02 04 08 10 20 40 80 1B 36

This first byte, and three rightmost bytes are zero.

That is, Rcon 00 00 00
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For example, suppose that the round key for round 8 is

EAD27321 B58D BA D231 2B F5 60 7F 8D 29 2F

Then the first 4 bytes (first column) of the round key for round 9 are calculated as
follows:

i (decimal)

After Afrer After XOR

. w[i] = temp
RotWord SubWord Reon (7) with Fcon

= | Dwhi - 4]

temp

36

TFED292F | 8D292FTF | SDAS1I5D2 [1B000000| 46A515D2 (EAD27321 | ACTT66F3

Rationale

The Rijndael developers designed the expansion key algorithm to be resistant to
known cryptanalytic attacks. The inclusion of a round-dependent round constant
eliminates the symmetry, or similarnty, between the ways in which round keys are
generated in different rounds. The specific criteria that were used are [DAEM99]

Knowledge of a part of the cipher key or round key does not enable calcula-
tion of many other round-key bits.

An invertible transformation [i.e., knowledge of any Nk consecutive words of
the expanded key enables regeneration of the entire expanded key (Nk = key
size in words)).

Speed on a wide range of processors.
Usage of round constants to eliminate symmetries.

Diffusion of cipher key differences into the round keys; that is, each key bit
affects many round key bits.

Enough nonlinearity to prohibit the full determination of round key differ-
ences from cipher key differences only.

simplicity of description.
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Figure of AES key schedule for 192-bit key size
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Y
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l
U
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Fig. 4.6 AES Kkey schedule for 192-bit key sizes
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Figure of AES key schedule for 256-bit key size
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Fig. 4.7 AES key schedule for 256-bit key size
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AES Decryption

e AES is not based on a Feistel network.

e The Byte Substitution layer becomes the Inv
Byte Substitution layer.

e The ShiftRows layer becomes the Inv ShiftRows
layer, and the MixColumn layer becomes Inv
MixColumn layer.

e The order of the subkeys is reversed
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Equivalent Inverse Cipher for AES

e As was mentioned, the AES decryption cipher is not identical to the
encryption cipher (Figure 6.3). That is, the sequence of transformations for
decryption differs from that for encryption, although the form of the key
schedules for encryption and decryption is the same.

e This has the disadvantage that two separate software or firmware modules
are needed for applications that require both encryption and decryption.

e There is, however, an equivalent version of the decryption algorithm that
has the same structure as the encryption algorithm. The equivalent version
has the same sequence of transformations as the encryption algorithm
(with transformations replaced by their inverses).

e To achieve this equivalence, a change in key schedule is needed.
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e Two separate changes are needed to bring the

decryption structure in line with the encryption
structure. As illustrated in Figure 6.3, an encryption
round has the structure SubBytes, ShiftRows,
MixColumns, AddRoundKey.

e The standard decryption round has the structure

InvShiftRows, InvSubBytes, AddRoundKey,
InvMixColumns.

e Thus, the first two stages of the decryption round

need to be interchanged, and the second two stages
of the decryption round need to be interchanged.
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INTERCHANGING INvSHIFTROWs AND INvSUBBYTES InvShiftRows affects the se-
quence of bytes in State but does not alter byte contents and does not depend on
byte contents to perform its transformation. InvSubBytes affects the contents of
bytes in State but does not alter byte sequence and does not depend on byte se-
quence to perform its transformation. Thus, these two operations commute and can
be interchanged. For a given State §;,

InvShiftRows [InvSubBytes (§;)] = InvSubBytes [InvShiftRows (§;)]

INTERCHANGING ADDROUNDKEY 4AND InvMixCorumns The transformations
AddRoundKey and InvMixColumns do not alter the sequence of bytes in State. If we
view the key as a sequence of words, then both AddRoundKey and InvMixColumns
operate on State one column at a time. These two operations are linear with respect
to the column input. That is, for a given State §; and a given round key w;,

InvMixColumns (§; @ w;) = [InvMixColumns (;)] @ [InvMixColumns (w;)]

Tosee this, suppose that the first column of State ; is the sequence (v, v, ¥2. v3)
and the first column of the round key w; is (ky, k. k5, k3). Then we need to show

(OE OB 0D 09 || y,@® k| |[OE OB 0D 09 |[y,| [OE OB 0D 09 || k,
09 OE OB 0D || vy @k 09 OE OB 0D || y, 09 0E 0B (D || k
0D 09 OE OB || @k 0D 09 OE OB || v, 0D 09 OE OB || k
(0B 0D 09 OE || v;@®k| | 0B OD 09 OE |[y;| [OB 0D 09 OE |

I
@®

Introduction to Cryptography Department of CSE, ISM Dhanbad February 8, 2021




Tosee this, suppose that the first column of State §; is the sequence (v, v, ¥2, v3)
and the first column of the round key w; is (K, k;. k;, k3). Then we need to show

(0E 0B 0D 09 |[ v@k,| |OE OB OD 09 |[v,|] |OE OB 0D 09 || &,
09 OE 0B OD || y @k 09 OE OB OD || yi | |09 OE 0B 0D || k
0D 09 0E OB || @k 0D 09 OE OB |l y,| | 0D 09 OE OB ||

(0B 0D 09 OE || i@k | | OB OD 09 OE |[ys] | OB OD 09 OF || ks

—_ e '~ =

Let us demonstrate that for the first column entry. We need to show

[{OE}* (vo @ ko)] @ [{0B}+ (»1 @ k1)] @ [{OD}+ (y» @ k2)| @ [{09} + (y3 @ ks)]
= [{0E} - yo] @ [{0B} - y,] @ [{OD} - y;] ® [{09} - y3] ®
[{OE} - ko] @ [{0B} - k] @ [{0D] « ky] @® [{09} - k5]

This equation is valid by inspection. Thus, we can interchange AddRoundKey
and InvMixColumns, provided that we first apply InvMixColumns to the round
key. Note that we do not need to apply InvMixColumns to the round key for the
input to the first AddRoundKey transformation (preceding the first round) nor to
the last AddRoundKey transformation (in round 10). This is because these two
AddRoundKey transformations are not interchanged with InvMixColumns to pro-
duce the equivalent decryption algorithm.
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e AES was designed after DES

e Most of the known attacks on DES were
already tested on AES.

e Brute-Force attack is huge time consuming
(27128)

e There are no differential and linear attacks on
AES yet.

e It can be easily implemented using cheap
pProcessors.
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Thank You
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