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Introduction to Cryptography

A replacement of DES was needed due to its small
Key and to have another standard symmetric
encryption technique.
In 1990's the cracking of DES algorithm became
possible.
Around 50 hrs. of brute-force attack allowed to

crack system.

3DES secure but slow and DESX is developed.

In 1997, National Institute of Standards and
Technology (NIST) called for new proposal for a
secure encryption system.

Motivation behind AES
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Block cipher must be supported with 128 bit
block size

Three key sizes like 128, 192 and 256 bits must
be supported.

It must be efficient both in software and
hardware

NIST requirements
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Introduction to Cryptography

AES is an encryption standard chosen by the
National Institute of Standards and Technology
(NIST) and accepted in worldwide as a desirable
algorithm to encrypt sensitive data.

It is the most widely used symmetric ciphers .

In 2001, Rijndael algorithm designed by Vincent
Rijmen and John Daemon was declared as the
winner of the competition.
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In 1999, five finalist algorithms were announced:
Mars by IBM Corporation

RC6 by RSA Laboratories

Rijndael, by Joan Daemen and Vincent Rijmen

Serpent, by Ross Anderson, Eli Biham and Lars Knudsen

Twofish, by Bruce Schneier, John Kelsey, Doug Whiting, 
DavidWagner, Chris Hall and Niels Ferguson

On 2, October 2000, NIST announced the selection of
Rijndael as the AES.

On 26, November , AES was formally approved as a US
federal standard.
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The internal Structure of AES is as follows

Byte substitution layer

Diffusion layer

Key addition layer

Key schedule
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Key lengths and number of rounds for AES
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AES input/output parameters
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Introduction to Cryptography

Key Addition layer: A 128-bit round key, or subkey,
which has been derived from the main key in the key
schedule, is XORed a state input (16 Bytes, defined
later).

Byte Substitution layer (S-Box): Each element of the
state is nonlinearly transformed using a lookup table
having special mathematical properties. This introduces
confusion to the data.

Brief description of the layers
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Diffusion layer: It provides diffusion over all state
bits. It consists of two sublayers, both of which
perform linear operations:

 ShiftRows layer permutes the data on a byte level.

 MixColumn layer is a matrix operation which combines
(mixes) blocks of four bytes.

Key scheduling algorithm: Similar to DES, the key
scheduling algorithm computes round subkeys (k0, k1,
. . . , kn, n indicates no. of rounds used) from an AES
secret key.

Contd…
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AES encryption block diagram
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Add round key

Ciphertext

Inverse ShiftRows

Inverse SubByte

Add round key

Inverse MixColumn

A round  repeated 
for 1 to 9

Inverse ShiftRows

Inverse SubByte

Add round key

Plaintext

After 9th round
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AES round function for rounds 1,2, . . . ,nr −1

February 8, 2021 16
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A 16-byte B0, . . . ,B15 is fed into the S-Box, which is a 16×16
Bytes size with each element of size 8 bits (0-255 values in 256
locations)

The 16-byte output B0, . . . ,B15 is permuted byte-wise in the
ShiftRows layer and mixed by the MixColumn transformation
c(x) by a matrix multiplication.

Finally, the 128-bit subkey ki is XORed with the intermediate
result

Contd…
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In Byte Substitution layer (can be viewed as a row of 16 parallel
S-Boxes), each 8-bit input is substituted using a S-Box and
output 8 bits produced.

Note that all 16 S-Boxes are identical, unlike DES where eight
different S-Boxes are used.

In the layer, each state byte Ai is replaced, i.e., substituted by Bi

Each byte can be represented as xy (say), x and y are
hexadecimal digits, then x and y represent Rows and Columns
of the S-box, and their intersection gives the corresponding
output byte.

Byte Substitution Transformation
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S-Box Construction
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S-Box Construction
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Polynomial Arithmetic
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It consists of two sublayers as mentioned
earlier:

(1) ShiftRows transformation

(2) MixColumn transformation

Diffusion Layer
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If the input to ShiftRows sublayer (Transformation) is
given as a state matrix, i.e., B = (B0,B1, . . . ,B15) as

(1) ShiftRows Sublayer Transformation
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Introduction to Cryptography

If a 16-byte state B is the input to MixColumn
and 16-byte C is the output state, then, we can
write

MixColumn(B) =C,

Each 4-byte column is considered as a vector
and multiplied by a fixed 4×4 matrix. Here, the
multiplication and addition are done in GF(2^8)
Galois Field (explained later).

MixColumn Sublayer Transformation
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As an example, we show how the first four
output bytes are computed:

Contd…
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•The second column of output bytes (C4,C5,C6,C7)
is computed by multiplying the four input bytes
(B4,B9,B14,B3) by the same constant matrix, and so
on.

Fixed Matrix
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87: 1000 0111 X 10            10 X 10 = 100

1 0000 1110                                             100

0000 1110

x^8  + x^4 + X^3 + X + 1: 1 0 0 0 1  1 0 1 0      
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Introduction to Cryptography

The two inputs to the Key Addition layer are
the current 16-byte state matrix and a subkey
which also consists of 16 bytes (128 bits).

The two inputs are combined through a
bitwise XOR operation.

Note that the XOR operation is equal to
addition in the Galois field GF(2).

Key Addition Layer

February 8, 2021Department of CSE, ISM Dhanbad 41



Introduction to Cryptography February 8, 2021Department of CSE, ISM Dhanbad 42



Introduction to Cryptography February 8, 2021Department of CSE, ISM Dhanbad 43



Introduction to Cryptography

The key schedule takes the original input key
(of length 128, 192 or 256 bit) and derives the
subkeys used in AES.

Note that an XOR addition of a subkey is used
both at the input and output of AES.

This process is sometimes referred to as key
whitening.

The number of subkeys is equal to the number
of rounds plus one.

Key Schedule
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AES key schedule Algorithm for 128-bit key size (for 10 rounds AES)
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Contd…
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KeyExpansion (byte key[16], w[44])
{  w temp;

for(i=0; i<4; i++)

w[i] = (key[4*i, key[4*i+1], key[4*i+2], key[4*i+3]); 

for(i=4; i<44; i++) {

temp= w(i-1);

if(i mod 4 = 0)

temp = SubByte(Rotw(temp)) xor Rcon;

w[i]= w[i-4] xor temp;

}

}

Rotw (b0, b1, b2, b3) = b1, b2, b3, b0)- left circular shift

AES Key scheduling or expansion Algorithm
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1 2 3 4 5 6 7 8 9 10

01 02 04 08 10 20 40 80 1B 36

Round constants (Rcon]
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This first byte, and three rightmost bytes are zero.

That is, Rcon 00 00 00

80×2 = 1000 0000×2= (1.x^7+ 0.x^6+ 0. x^5+… )× 10
= x^7× x ) = x^8
X^8 mod x^8 +x^4 +x^3 +x +1 = x^4 +x^3 +x +1 = 0001 1011 =1B
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Contd…
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Figure of AES key schedule for 192-bit key size
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Contd…
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Contd…
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Figure of AES key schedule for 256-bit key size
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Contd…
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AES is not based on a Feistel network.

The Byte Substitution layer becomes the Inv
Byte Substitution layer.

The ShiftRows layer becomes the Inv ShiftRows
layer, and the MixColumn layer becomes Inv
MixColumn layer.

The order of the subkeys is reversed

AES Decryption
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As was mentioned, the AES decryption cipher is not identical to the
encryption cipher (Figure 6.3). That is, the sequence of transformations for
decryption differs from that for encryption, although the form of the key
schedules for encryption and decryption is the same.

This has the disadvantage that two separate software or firmware modules
are needed for applications that require both encryption and decryption.

There is, however, an equivalent version of the decryption algorithm that
has the same structure as the encryption algorithm. The equivalent version
has the same sequence of transformations as the encryption algorithm
(with transformations replaced by their inverses).

To achieve this equivalence, a change in key schedule is needed.

Equivalent Inverse Cipher for AES
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Two separate changes are needed to bring the
decryption structure in line with the encryption
structure. As illustrated in Figure 6.3, an encryption
round has the structure SubBytes, ShiftRows,
MixColumns, AddRoundKey.

The standard decryption round has the structure
InvShiftRows, InvSubBytes, AddRoundKey,
InvMixColumns.

Thus, the first two stages of the decryption round
need to be interchanged, and the second two stages
of the decryption round need to be interchanged.
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AES was designed after DES

Most of the known attacks on DES were
already tested on AES.

Brute-Force attack is huge time consuming
(2^128)

There are no differential and linear attacks on
AES yet.

It can be easily implemented using cheap
processors.
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Thank You 

February 8, 2021 64


