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Basic pros and cons of ECC vs.
RSA/DL schemes.

What is an elliptic curve?

 Algorithms/Protocols that can be
realized with elliptic curves.

 Current security estimations of
cryptosystems based on elliptic curves.

Outline
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 Security of RSA and ElGamal depend on their large key

space.

 It is estimated that certain conventional systems with a 4096

bits key size can be replaced by 313 bits elliptic curve

systems.

 The main attraction of ECC is that it appears to offer equal

security for a far smaller key size, thereby reducing

processing overhead.

Introduction
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 In DLP, we have observed b=ax mod P is computed by

repeated multiplication operation.

 In ECC, we basically performed addition over elliptic curve.

 For example: kP=(P+P+…+P k times) where the addition

is performed over an elliptic curve.

 need “hard” problem equivalent to discrete log
 Q=kP, where Q,P belong to a prime curve

 is “easy” to compute Q given k,P

 but “hard” to find k given Q,P

 known as the elliptic curve logarithm problem

Contd…
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 An elliptic curve E is the graph of an equation

E: y2+axy+by=x3+cx2+dx+e

where a, b, c, d, and e are all real numbers.

 In cryptography we use special class of elliptic curves of the form

E: y2=x3+ax+b

 If we plot such equation then it will be symmetric about x-axis.
Since The left-hand side has a degree of 2 while the right-hand side
has a degree of 3.

 This means that a horizontal line can intersects the curve in three
points if all roots are real.

 However, a vertical line can intersects the curve at most in two
points.

 It also represented as E(a,b)

Elliptic Curves over Real Numbers
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 The graph E has two possible forms, depending on whether

the cubic polynomial has one real root or three real roots.

 For E: y2=x3+ax+b, if 4a3+27b2≠0 the equation represents

non-singular EC.

 In non-singular EC, the equation x3+ax+b=0 has three

distinct roots (real or complex).

 Otherwise, when 4a3+27b2=0 then it is known as singular

EC.

 In singular EC, the equation x3+ax+b=0 has no three

distinct roots.

Contd…
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 Following Figures show two EC with equations y2 = x3 − 4x and
y2 = x3 − 1.

 The first has three real roots (x = −2, x = 0, and x = 2)

 But the second has only one real root (x = 1) and two imaginary
ones.

Example
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Example
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 Given two points and their coordinates, say P = (x1,y1)

and Q = (x2,y2), we have to compute the coordinates of a

third point R such that: P+Q = R.

 Point Addition: P+Q (This is the case where we

compute R = P+Q and P ≠Q.)

 Point Doubling: 2P=P+P (This is the case where we

compute P+Q but P=Q.)

Group Operations on Elliptic Curves
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Addition
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Addition
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Formula
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Formula
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Example
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Contd…
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 If the first point is P=(x1,y1), and

the second point is Q=(x1,=y1),

then the two points are additive

inverse of each other.

Third Case
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Elliptic Curves Mod P
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Algorithm: 
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Given Elliptic Curve: E13(1,1)= y2 = x3 + x + 1 then Points on

EC over GF(13) are:

Example
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Elliptic Curves over GF(2m)

Comp 750, Fall 2009Binomial Heaps - 20
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Inverse point over GF(2m)

 if  P=(X,Y)  then  -P= (X, X+Y)
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Point Addition
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Elliptic Curve E2
4 ( g4 ,1)
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Point Doubling
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DL on EC
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Diffie–Hellman Key Exchange 
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Secret x Secret y



Elliptic Curve Diffie Hellman
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Example
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ElGamal cryptosystem using EC
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Example
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Generating Public and Private Keys

E(a, b) e1(x1, y1) d e2(x2, y2) = d × e1(x1, y1)

Encryption

Decryption



Proof
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The P calculated by Bob is the same as that 
intended by Alice.

P = C2 – (d ×C1)

= P + r × e2 – (d × r × e1)

= P + (r × d × e1) - (r × d × e1) 

= P + O



Security
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Security

(bits)

ECC-based scheme

(size of n in bits)

RSA/DSA

(modulus size in bits)

56 112 512

80 160 1024

112 224 2048

128 256 3072

192 384 7680

256 512 15360



 Elliptic curve Diffie–Helman–Meerkle key-exchange

 Elliptic curve Massey–Omura three-pass protocol

 Elliptic curve ElGamal cryptography

 Elliptic curve RSA cryptosystem

 Menezes–Vanstone elliptic curve cryptography

 Elliptic curve digital signature algorithm (ECDSA).

ECC based Algorithms/Protocols
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