
End Semester Examination (Winter)  Subject: Cryptography and Network Security (CSD505) 

Mark: 100               Time: 3 Hours              Session: 2022-23 

(Answer any FIVE questions) 

 

1(a) Explain the typical attacks on encrypted messages.      (4) 

ANS: 

 
(b) Write encryption and decryption algorithms for Playfair cipher. Compare it with the 

monoalphabetic cipher.                  (4+2) 

ANS: 

 

 
Playfair decryption is opposite of encryption as shown above. 

 



Comparison: The security analysis of mono-alphabetic cipher is given below: 

 

 

 
 

Thus, not even the large number of keys in a monoalphabetic cipher provides security. One 

approach to improving security is to encrypt multiple letters at a time, and such approach is 

the Playfair Cipher (the best known such cipher). 

 

It’s security level is 25! (lesser than Monoalphabetic, 26!), however, it can be broken as it 

still leaves some structure of plaintext intact. Thus, unless the keyword is long, the last few 

rows of the matrix are predictable. 

 

(c) Relate Vernam cipher to One-time pad cryptosystem and explain their security 

protection.                  (4+2) 

ANS: 
VERNAM CIPHER The ultimate defense against polyalphabetic and other cryptosystems is to choose a 
keyword that is as long as the plaintext and has no statistical relationship to it. Such a system was 
introduced by an AT&T engineer named Gilbert Vernam in 1918. 
 

 



The essence of this technique is the means of construction of the key. Vernam proposed the use of a 
running loop of tape that eventually repeated the key, so that in fact the system worked with a very 
long but repeating keyword. Although such a scheme, with a long key, presents formidable 
cryptanalytic difficulties, it can be broken with sufficient ciphertext, the use of known or probable 
plaintext sequences, or both. 
On the other hand, for OTP cryptosystem, an Army Signal Corp officer, Joseph Mauborgne, proposed 
an improvement to the Vernam cipher that yields the ultimate in security. Mauborgne suggested using 
a random key that is as long as the message, so that the key need not be repeated. In addition, the 
key is to be used to encrypt and decrypt a single message, and then is discarded. Each new message 
requires a new key of the same length as the new message. Such a scheme, known as a one-time 
pad, is unbreakable. It produces random output that bears no statistical relationship to the plaintext. 
Because the ciphertext contains no information whatsoever about the plaintext, there is simply no way 
to break the code. 
The one-time pad offers complete security but, in practice, has two fundamental difficulties: 
 

1. There is the practical problem of making large quantities of random keys. Any heavily used 
system might require millions of random characters on a regular basis. Supplying truly 
random characters in this volume is a significant task. 
2. Even more daunting is the problem of key distribution and protection. For every message to 
be sent, a key of equal length is needed by both sender and receiver. Thus, a mammoth key 
distribution problem exists. 
 

Because of these difficulties, the one-time pad is of limited utility and is useful primarily for low-
bandwidth channels requiring very high security. The one-time pad is the only cryptosystem that 
exhibits what is referred to as perfect secrecy.  

 

(d) Encrypt and decrypt the word ‘freedom’ using Affine cipher with the key pair (5, 8). 

                      (4) 

ANS:  

 On encryption, Ciphertext: HPCCXAQ, and on decryption, Plaintext: freedom, and for 

them, the following method is used: 

 

 c = 5p+8 mod 26 and p=21(c-8) mod 26, where c and p are ciphertext and plaintext letters, 

respectively. 

2(a) With respect to Feistel cipher, explain the parameters and design choices involved in 

developing an actual cryptosystem.                    (4) 

ANS: The Feistel cipher structure is shown below 

 



 

 
DES follows the Feistel cipher and the parameters selected are: 

Block-size: 64 bits, Key-size: 56 bits, No. Rounds= 16, Sub-key generation: DES provides a 

complex method for sub-key generation that require harder to extract key and break 

DES; Round-function: DES uses a complex round function which is one-way both for 

encryption and decryption; 

Fast S/W En/Decryption: DES does not support it, however, it requires in recent times for 

easy practical use and testing;  

Easy of Analysis: DES does not have easily analysed functionality (although there is great 

benefit in making the algorithm easy to analysis as cryptanalytic analysis develop a 

higher level assurance of its strength). 

  

(b) Draw a single round of DES with key-scheduling method, and explain the function 

and purposes of S-boxes.                  

(3+3) 

ANS: 

 
 



 

 
 

 
 



S-boxes do the real mixing (confusion) in DES and it supports non-linearity, which is only 

part in DES that does it as all other parts of DES are linear. Sharp   

 

(c) Mention the differences between AES decryption algorithm and the equivalent 

inverse cipher of AES.        

   (5)   

ANS: 

 
AES decryption cipher is not identical to the encryption cipher. That is, the sequence of 
transformations for decryption differs from that for encryption, although the form of the key schedules 
for encryption and decryption is the same. This has the disadvantage that two separate software or 
firmware modules are needed for applications that require both encryption and decryption. There is, 
however, an equivalent version of the decryption algorithm that has the same structure as the 
encryption algorithm. The equivalent version has the same sequence of transformations as the 
encryption algorithm (with transformations replaced by their inverses). To achieve this equivalence, a 
change in key schedule is needed. The original AES E/D is shown below: 

 

 



 
(d) Compute the element of AES S-box at location (row = 09, column = 05), where the 

values are hexadecimal numbers.         (5) 

ANS: 

 

 
Answer is S-Box[95] = 2A as shown. 

3(a) Write RSA algorithm. Mention its hard problem with justification, and explain proper 

choices of the private and public keys.           (2+2+3) 

ANS: 

 

 



Factorization Attack: The security of RSA is based on the idea that the modulus is so 

large that it is not feasible to factor it in a reasonable time. The attacker attempts to factor 

n. If this can be done then it is a simple way to compute (n) and subsequently d will be 

derived. 

 

 

 
(b) Describe the known plaintext attack on ElGamal cryptosystem and provide its 

protection with validation.         (2) 

ANS: 

 
If k is used for more than one block, knowledge of one block M1 of the message enables the user to 
compute other blocks as follows. Let 

 



(c) Write algorithms for the non-superincreasing and superincreasing knapsack problems 

and compute their time complexities.                (3+3) 

ANS: The knapsack problem is as follows: 

 

 
(d) Let the ciphertext 𝑐 ≡ 100 (𝑚𝑜𝑑 4661 = 59 × 79) obtained using Rabin cipher. 

Decrypt c to get the message m, where 𝑐 ≡ 𝑚2 (𝑚𝑜𝑑 4661).     (5) 

ANS: Since 4661= 59×70, the 

 

 



  

4(a) Compare the security strengths of MAC function with a symmetric encryption 

technique in terms of known (message, tag) and (plaintext, ciphertext) pairs, 

respectively.            (5) 

ANS:  

 

 

 

 
Thus, in general, the security of MAC is much more than any encryption technique. 

 

(b) Develop a method of designing MAC function using DES encryption technique.     (5) 

ANS: 

Data Authentication Algorithm (DAA), based on DES, has been one of the most widely 

used MACs for a number of years. The algorithm is both a FIPS publication (FIPS PUB 113) 

and an ANSI standard (X9.17). However, as we discuss subsequently, security weaknesses in 

this algorithm have been discovered, and it is being replaced by newer and stronger 

algorithms. 



 
(c) Describe the signing and verification procedures of the ElGamal signature scheme. (5) 

ANS: 

 
(d) Compute the probability of at least 2, out of 23 random people, have the same 

birthday, and relate the consequence to a cryptographic hash function.   

  (5)  

ANS: 



 

 
5(a) Define and specify the uses of SAD and SPD in IPSec.            (3+3) 

ANS: 

 

 

 



 
 

 

 

 

 
 

(b) Describe the original public-key method for main-mode of phase-I of IKE protocol. 

(5) 

ANS:  



 

 



 

 
 

(c) How is the replay attack protected in IPSec? Explain with necessary diagrams.        (5) 

ANS:  

 

 



 

 
(d) Compute the Diffie-Hellman common secret-key between two remote users A and B 

using the following information:           (4) 

 

 Prime number 𝑝 = 17, Primitive-root 𝑔 = 3, User A’s private key 𝑎 = 15, and  

 User B’s private key 𝑏 = 13 

ANS: A’s public key = 315(𝑚𝑜𝑑 17) = 6 and B’s public key = 313(𝑚𝑜𝑑 17) = 12 , which 

are exchanged between each publicly.  

On receiving B’s public-key, A computes the common secret key 𝐾 = (12)15(𝑚𝑜𝑑 17) =10 and similarly, B computes the same secret key as 𝐾 = (6)13(𝑚𝑜𝑑 17) = 10 

6(a) Explain the Internet email architecture with the main key components.              (4) 

ANS: 
Internet mail architecture consists of a user world in the form of Message User Agents (MUA), 

and the transfer world, in the form of the Message Handling Service (MHS) (Composed of 

Message Transfer Agents (MTA)). The MHS accepts a message from one user and delivers it to one 

or more other users, creating a virtual MUA-to-MUA exchange environment. The architecture 

involves three types of interoperability: 

• One is directly between users- messages must be formatted by the MUA on behalf 

of the message author so that the message can be displayed to the message 

recipient by the destination MUA. 

• There are also interoperability requirements between the MUA and the MHS— first 

when a message is posted from an MUA to the MHS and later when it is delivered 

from the MHS to the destination MUA.  

• Interoperability is required among the MTA components along the transfer path 

through the MHS. 

Figure below illustrates the key components of the Internet mail architecture: 



 

 

 
 

(b) Describe S/MIME based message authentication and integrity with necessary 

protocols and diagrams.                       

(6)  

ANS: The necessary diagram is shown below: 

 



 

 

 
 

(c) Write about the general PGP message format, and explain the transmission and 

reception of PGP messages briefly.            (4+3+3) 

ANS: The general PGP message format is given below: 

 



 
It consists of the following components: 

 
 

Figures shown below represent the relationship among the four services as discussed: 

 

• On transmission (if it is required), a signature is generated using a hash code of the 

uncompressed plaintext. Then the plaintext (plus signature if present) is compressed. Next, if 

confidentiality is required, the block (compressed plaintext or compressed signature plus 

plaintext) is encrypted and prepended with the public-key encrypted symmetric encryption 

key. Finally, the entire block is converted to radix-64 format. 



• On reception, the incoming block is first converted back from radix-64 format to binary. 

Then, if the message is encrypted, the recipient recovers the session key and decrypts the 

message. The resulting block is then decompressed. If the message is signed, the recipient 

recovers the transmitted hash code and compares it to its own calculation of the hash code. 

 

 
 

 

 

            

       

   


