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Introduction to Cryptography

RSA encryption is not meant to replace symmetric
ciphers because it is several times slower than
ciphers such as AES.

The main use of the RSA encryption feature is to
securely exchange a key for a symmetric cipher.

RSA is often used together with a symmetric
cipher such as AES, where the symmetric cipher
does the actual bulk data encryption.

The underlying one-way function of RSA is the
integer factorization problem.

Introduction
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Complexity of operations in RSA
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Bob chooses two distinct large primes p, and q; 
and computes n=pq.

Bob chooses e such that 

Bob computes d with

Bob makes n and e public, and keeps d secret.

Alice encrypts m as and sends c to Bob.

Bob decrypts by computing

Public Key: (e, n) and Private Key: (d)

Encryption and Decryption
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Example
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In practice m, c, n and d are very long numbers,
usually 1024 bit long or more.

The value e is referred to as encryption
exponent or public exponent, and the private
key d is called decryption exponent or private
exponent.

If Alice wants to send an encrypted message to
Bob, Alice needs to have Bob’s public key (n,e),
and Bob decrypts with his private key d.

Contd…
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Proof of Correctness
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Euler’s theorem:

If a and n be integers with 
gcd(a,n) = 1, then:

Case 1:

If P and n are co-prime then

Contd…
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Case 2: If P is a multiple of p but not of q then

Contd…
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Contd…
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How many multiplications are required to
compute the simple exponentiation x8?

The straightforward method:

Fast Exponentiation
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Alternatively, we can do something faster:

Two basic operations:
SQ: squaring the current result,
MUL: multiplying the current result by the base element x.



Introduction to Cryptography

How many multiplications are required to
compute the simple exponentiation x26?

The straightforward method: requires 25
multiplications.

Contd…
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Alternatively, we can do something faster:
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The algorithm is based on scanning the bit of
the exponent from the left (the MSB) to the
right (the LSB).

In every iteration, i.e., for every exponent bit,
the current result is squared.

If and only if the currently scanned exponent
bit has the value 1, a multiplication of the
current result by x is executed following the
squaring.

Square-and-multiply algorithm
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Example
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Factorization Attack: The security of RSA is based
on the idea that the modulus is so large that it is
not feasible to factor it in a reasonable time.

The attacker attempts to factor n. If this can be
done then it is a simple way to compute (n) and
subsequently d will be derived.

Attacks on RSA
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Eve chooses a random integer X in Zn*.

Eve calculates Y=C×Xe mod n

Eve sends Y to Bob for decrypting and get
Z=Ydmod n.

Eve can easily find P because…

Chosen-Ciphertext Attack
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To reduce the encryption time, it is tempting to use a 
small encryption exponent e.

The common value is considered as e=3.

In Broadcast Attack, If one entity sends the same
message to a group of recipients with same low
encryption exponent.

If the public exponent, e=3 and the moduli=n1,n2, and
n3 then the problem statement will be:

Attacks on Encryption Exponent
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Chinese Remainder Theorem is used to solve a set of congruent
equations with one variable but different moduli, which are
relatively prime then the equations have a unique solution.

Chinese Remainder Theorem (CRT)
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In Broadcast Attack, the problem statement will be:

Applying the CRT, the attacker can find an equation of
the form

Attacks on Encryption Exponent
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Bob may think that using low decryption
exponent would make the decryption process
faster.

Wiener showed that if then the
attacker can factor n in polynomial time.

In RSA, the recommendation is to have

to prevent low decryption exponent attack.

Low Decryption Exponent Attacks
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To approximate a real number by a rational number.

For example p=3.14159… may be approximated as
22/7,333/106, 355/113 etc.

Approximation process: of p=3.14159…

Floor(p)=3

1/0.14159=7.06251

1/0.06251=15.9966

Continued Fractions
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1/0.9966=1

The last approximate is more accurate.

Contd…
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In general,

Each rational number gives a better
approximation than the preceding rational
numbers.

Contd…
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Theorem
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Wiener Attack
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Contd…
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Contd…
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Example
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Side-Channel Attacks
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Idea: Eve continuously encrypts the
intercepted ciphertext C, she eventually get the
plaintext.

Cycling Attack
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Even can encrypt all of the possible message until
the result is the same as the ciphertext intercepted.

For example if it is known that Alice is sending a
four digit number to Bob, Eve can easily try
plaintext numbers from 0000 to 9999 to find the
plaintext.

To defend such kind o attack, Optimal Asymmetric
Encryption Padding (OAEP) is the standard
approach.

In addition, OAEP mapped the same plaintext with
different ciphertext.

Short Message Attack
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Optimal Asymmetric Encryption Padding (OAEP)
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Key lengths
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Security of public key system should be
comparable to security of block cipher.

NIST:
Cipher key-size Modulus size
 64 bits 512 bits.

80 bits 1024 bits
128 bits 3072 bits.
256 bits (AES) 15360 bits 

High security   very large moduli.

Not necessary with Elliptic Curve Cryptography.
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!!!Thank You!!!
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