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Principle of digital signatures

RSA digital signature scheme

ElGamal digital signature scheme

One Standard: Digital Signature Algorithm 
(DSA)

Outline

April 7, 2021Dept. of CSE, IIT(ISM) Dhanbad 2



Cryptography

A person is used to sign a document to confirm
that the document is originated/approved by him.

How will Bob ensure that the message comes from
Alice, not from Eve when Alice sends a message to
Bob?

In practice, Bob can ask Alice to sign the message
cryptographically.

In other words, an digital signature can
authenticate Alice as a valid sender of the
message.

Introduction
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Suppose you want to sign a document.
Why can't you simply digitize your signature and append it
to the document?
Anyone who has access to it can simply remove the
signature and add it to something else, for example, a check
for a large amount of money.
With normal signatures, this would require cutting the
signature off the document, or photocopying it, and posting
it on the check.
This would rarely pass for an acceptable signature. However,
such a forgery is quite easy and cannot be distinguished
from the original.
Therefore, we require digital signatures that cannot be
separated from the message and attached to another.

Contd…
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That is, the signature is not only tied to the
signer but also to the message that is being
signed.

Also, the digital signature needs to be easily
verified by other parties.

Digital signature schemes therefore consist of
two distinct steps: the signing process, and the
verification process.

Contd…
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Easy for the signer to sign 

Easy for anyone to verify a message

Hard for anyone to forge a digital signature

Basic Requirements
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Working Procedure
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Comparison
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Digital Signature Public Key Encryption

Only the holder of a secret can
digitally sign data

Anyone can encrypt data

Anyone can verify that a digital
signature is valid

Only the holder of a secret can
decrypt the encrypted data
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Digital signatures provide the following security 
services:

Integrity: Messages have not been modified in
transit.

Message Authentication: The sender of a message
is authentic.

Nonrepudiation: The sender of a message can not
deny the creation of the message.

Security Services
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RSA Signature Scheme
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RSA Signature
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Attacks on RSA Signature
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ElGamal Digital Signature Scheme (Idea)
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Alice’s public key: (p, a, b) where baa mod p and private key: a

In order for Alice to sign a message m, she does the following:

ElGamal Signature Scheme
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ElGamal Signature Example
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The National Institute of Standards and
Technology (NIST) proposed the Digital
Signature Algorithm (DSA) in 1991 and adopted
it as a standard in 1994.

A message digest is signed to perform the
signing process faster.

Digital Signature Algorithm (DSA)
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Initialization Phase
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Signing Phase
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Verifying Phase
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Verification Process
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DSS Example
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Elliptic Curve Digital Signature Scheme
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Thank You
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