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ElGamal Cryptosystem
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Key Generation
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Encryption
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Decryption

Note: Bit operation complexity of encryption and decryption in Elgamal Cryptosytem is polynomial
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Proof
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Example
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Security of Elgamal

⚫Low ModulusAttack
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⚫Known PlaintextAttack
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General Idea of Public Cryptosystem
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Trapdoor One Way Function
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Cryptanalysis
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Types
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Cipher text Only Attack
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Known Plaintext Attack
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Chosen Plaintext Attack
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Chosen Cipher text Attack

⚫Similar to the chosen plaintext attack, except that Eve 

chooses some cipher text and decrypt it to form a cipher 

text/plaintext pair
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RSA Cryptosystem

⚫The most common public key algorithm (Rivest, Shamir and 

Adleman)

⚫Complexity of operations in RSA
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RSA Algorithm
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RSA Key Generation
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Encryption
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Decryption
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Proof of RSA
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Examples
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Attacks on RSA
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Factorization Attack
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Chosen Cipher text Attack
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Attacks on Encryption Exponent

⚫These attacks do not generally result in a breakdown of the 

system, but they still need to be prevented.To thwart these 

kinds of attacks, the recommendation is to use e = 216+ 1 = 

65537 (or a prime close to this value).

⚫CoppersmithTheoremAttackThe major low encryption 

exponent attack is referred to as the Coppersmith theorem 

attack.This theorem states that in a modulo-n polynomial 

f(x) of degree e, one can use an algorithm of the complexity 

log n to find the roots if one of the roots is smaller than n1/e.

3C5omp 750, Fall 2009mial Heap



Broadcast Attack
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Related Message Attack
⚫The related message attack, discovered by Franklin Reiter, 

can be briefly described as follows.Alice encrypts two

plaintexts, P1 and P2, and encrypts them with e = 3 and 

sends C1 and C2 to Bob.If P1 is related to P2 by a linear

function, then Eve can recover P1 and P2 in a feasible 

computation time.
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Short pad Attack
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Attacks on Decryption exponent
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Plaintext Attack

⚫Plaintext and cipher-text in RSAare permutations of each 

other because they are integers in the same interval (0 to n − 

1). In other words, Eve already knows something about the 

plaintext.This characteristic may allow some attacks on the 

plaintext.Three attacks have been mentioned in the 

literature: short message attack, cycling attack, and

unconcealed attack.
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Short Message Attack
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Cycling Attack

⚫The cycling attack is based on the fact that if the ciphertext is

a permutation of the plaintext, the continuous encryption of

the ciphertext will eventually result in the plaintext.

⚫However,Eve does not know what the plaintext is, so she 

does not know when to stop. She needs to go one step 

further.When she gets the ciphertext C again, she goes back 

one step to find the plaintext.
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Unconcealed Message Attack
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Optimal Asymmetric encryption Padding
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Encryption
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Decryption
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Example (Realistic)










